Hpuaoxenne Ne2.,

NudbopMannoHHAa NaMATKA JJI 00VIAIONINXCH I
pasMenmeHusa Ha opummaiabHbIX UHTEepHEeT-pecypcax

C KaXIbpIM TOJ0M MOJIOJIC)KA B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a
IIKOJILHUKH OJIHA U3 CaMbIX aKTUBHBIX T0JIb30BaTenel Pynera. Mexmy
TEM, TIOMHUMO OTPOMHOTO KOJMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U
npo0JieMbl. ITa MaMsATKa JOJDKHA TOMOYb TeOe 0€3011acHO HAXOAUTHCS
B CETH.

KoMIibIOTEepHBbIC BUPYCHI

KOMHBIOTCpHBIﬁ BHUPYC — 3TO Pa3HOBUAHOCTb KOMIIbIOTCPHBIX
I[Mporpamm, OTJIMYUTEILHON 0COOCHHOCTBIO KOTOpOﬁ ABJISAICTCA
CIIOCOOHOCTE K Pa3MHOKCHUIO.

B nonosiHeHuE K 3TOMY, BUPYChI MOTYT TOBPEIUTh WJIH TIOJTHOCTHIO
YHUYTOXKUTH BCE (DAIMIIBI U TaHHBIE, MOJKOHTPOJIbHBIE MOJIB30BATENIO, OT
MMEHH KOTOPOTo ObllIa 3amyllieHa 3apakEHHas MporpaMma, a TaKxKe
NOBPEAUTH WM TAKE YHUUTOXKUTH ONEPAIIMOHHYIO CUCTEMY CO BCEMU
¢aiinamu B 11es10M. B OOIBIIMHCTBE CITydaeB pacipoOCTPaHIIOTCS
BHUPYCHI YEPE3 UHTEPHET.

Memooul 3auumaol 0m 8DE0OHOCHBIX NDOCDAMM.

1. Ucnonb3yii COBpEMEHHBIE ONEPALIMOHHBIC CUCTEMbI, UMEIOIIUE
CEpbE3HBIN YPOBEHD 3AIUTHI OT BPEIOHOCHBIX IPOTrPaMM;

2. TloctossHHO ycTaHaBiMBal nayTu (IIUGPOBLIE 3aIIATKH, KOTOPbHIE
aBTOMAaTUYECKH YCTAaHABIUBAIOTCS C LEIbIO I0Pa0TKU
IPOTrpaMMbl) U APpYrue OOHOBJICHUSI CBOCH OINepaIiiOHHON
cucteMbl. CkaunBail MX TOJIBKO C OPUIIMATILHOTO CaiiTa
paszpadotunka OC. Eciu cyiiecTByeT peskuM aBTOMATHUYECKOTO
OOHOBJICHMS, BKJIIOYH €T0;

3. Paboraii Ha CBOEM KOMITbIOTEPE MO/ MPaBaMH IMOJIb30BaTENs, a HE
aIMUHUCTPATOPA. DTO HE MO3BOJUT OOJBITUHCTBY BPEIOHOCHBIX
MPOrpaMM MHCTALUTUPOBATHCA HA TBOEM MTEPCOHAIIBHOM
KOMIIBIOTEPE;

4. Vlcnosib3yil aHTUBUPYCHBIE TPOTPAMMHBIE TPOAYKTHI U3BECTHBIX
POU3BOIUTENIEH, C aBTOMATUYECKUM OOHOBJICHUEM 0a3;



5. Orpannub PU3NUECKUN JOCTYI K KOMIIBIOTEPY JIJIsl IOCTOPOHHUX
JIAIT,

6. Mcnonb3yit BHENTHUE HOCUTENU MH(OpMALINK, TaKhe Kak (ienika,
JUCK WK (Pailil U3 MHTEPHETA, TOJIBKO U3 NPOPEPEHHBIX
HUCTOYHUKOB;

7. He oTkpbIBail KOMIIbIOTEPHBIE (hANIIBI, IOTYYECHHBIC U3
HEHAAEKHBIX UICTOUHUKOB. J{axke Te ¢ailyibl, KOTOpbIE MTpUCa
TBOW 3HAKOMBbIH. JIyulie yTOUHU y HETO, OTIPABJISUI JI OH TEOE UX.

Cerun WI-FI

Wi-Fi - 310 He Buj mepeaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb
opena, mapka. Emie B 1991 rony Hunepnanackas KOMITaHUS
3apeructpupoBaia opens « WECA», aro 0603Ha9aI0 CIOBOCOYETAHHE
«Wireless Fidelity», KOTOpbIil IepeBOUTCS KaK «OECIIPOBOIHAS
TOYHOCTBY.

Jlo Hamiero BpeMeHu joluia apyras abbpeBuarypa, Koropast siBJIsSeTCs
TaKoOM ke TexHoyioruei. 3to abopeBuatypa «Wi-Fi». Takoe Ha3BaHue
OBLTO TaHO C HAMEKOM Ha CTaHJAapT BHICIINH 3BYKOBOU TexHuku Hi-Fi,
YTO B MIEPEBOJIC 03HAUAET «BBICOKASI TOYHOCTH.

Jla, OecriiaTHBIA MHTEPHET-IOCTYI B Kade, OTEISX U adporopTax
ABJISIETCS OTJIMYHOM BO3MOXKHOCTBIO BbIX0/1a B MHTEpHET. Ho MHOTHE
AKCHEPTHI CYUTAIOT, YTO o01IeaocTyHbIe Wi-Fi1 ceTu He SIBISIOTCS
0€30IMaCHBIMH.

Cosembl no bezonacnocmu pabome 6 obuedocmynuwvlx cemax Wi-fi:

1. He nepenaBaii cBOIO TMYHYIO HHGOPMAIIHIO Yepe3
obmenocrynusie Wi-Fi cern. PaboTas B HUX, XKelTaTeIbHO HE
BBOJIUTbH MAPOJIHN IOCTYIA, JIOTUHBI U KAKHUE-TO HOMEPA;

2. Vicnionb3yil 1 OOHOBIIAN AaHTUBUPYCHBIE MPOTPAMMBI U
opanamayep. Tem camMbIM ThI 00€30MaCHIIIb CEOS OT 3aKaUYKH
BUpYCa HA TBOE YCTPOMCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkimoun ¢pyakmuio «O0muil 1ocTyn K
daiinam u npuHTepam». JlanHas QyHKIUSA 3aKphITA 110
YMOJTYaHUIO, OJTHAKO HEKOTOPHIE TTOJIH30BATENIN AKTUBUPYIOT €€
JUIs yIOOCTBA MCIOJIB30BaHUS B paboTe uin ydeoe;



4.

He ucnons3yii myonmunbeii WI-FI 115 nepeiaun TUYHBIX JaHHBIX,
HAIpUMEP ISl BBIXOJIA B COLUAJILHBIE CETU WJIA B DJIEKTPOHHYIO
MOYTY;

. Umonb3y# Tonpko 3amuinenHoe coenuHenne uepes HTTPS, a ve

HTTP, T.c. nmpu Habope BeO-aapeca BBOAM UMEHHO «httpS://»;

. B MoOunsHOM Tenedone oTkiroun GyHkimio «Ilogkitouenue K

Wi-Fi aBromaTudeckn». He momyckaii aBTOMaTHIeCKOTO
NOJKJIIOUEHHUS yCTpoiicTBa K ceTsiM Wi-Fi1 0e3 TBoero cornacus.

ConyajabHble CeTH

ConuanbHbIe CETH aKTUBHO BXOJST B HAIIy KU3Hb, MHOTHE JIFOAU
paboTaroT M KUBYT TaM MOCTOSIHHO, a B Facebook yxxe 3apeructpupoBan
MUJTAAP]] Y€JI0OBEK, YTO SBIISIETCS OJTHON CEAbMOM BCEX KUTENEH
TUTAHETHI.

MHorue nojb30BaTeau He IIOHUMAKOT, 4YTO I/IH(i)OpMaI_II/IH, pasMCIICHHAs
MU B COOUAIBHBIX CETAX, MOKCT OBITH HaﬁHGHa N UCIIOJIb30BdHA KEM
YIroaHo, B TOM 49HUCJIC HC 00s3aTeJILHO C OJIaruMu HaMCPCHUAMMU.

OCHOBHBIE COBETHI IO OE30ITaCHOCTH B CONUAJIbHBIX CCTAX:

1.

2.

Orpanuub COUCOK Apy3eil. Y Te0s B APY3bsiX HE TOHKHO OBITh
CIIy4alHbIX U HE3HAKOMBIX JIFOIEH;

3amuuiai CBOK YaCTHYIO *u3Hb. He yka3piBail maponu,
TenedoHbl, afipeca, JaTy TBOETO POKICHUS U IPYTYIO TUUHYIO
uH(opMalnio. 3I0yMBIIIJIEHHUKHA MOTYT UCIIOIb30BaTh JaXKE
uH(OpMaIMIO O TOM, KaK Thl M1 TBOM POAUTENH TUIAHUPYETE
IIPOBECTU KAHUKYJIbI;

. 3anuiiai CBOIO penyTaluio - IEpKHU €€ B YUCTOTE U 3aj]1aBaii cede

BOIIPOC: XOTEN ObI ThI, YTOOBI IPYTUE MOJIH30BATEIN BUICIH, YTO
ThI 3arpyxaenib? [logymai, mpexae ueM 4To-To OnmyOJuKOBaTh,
HAMuCcaTh U 3arpy3UTh;

. Ecim TBI roBopuilb C JIFOAbMH, KOTOPBIX HC 3HACIIb, HC I/ICHOJIBSYfI

CBOE peajibHOE UMS U APYTYIO JIMUYHYIO HH(DOPMAIIUU: UMSI, MECTO
KUTEIHCTBA, MECTO Y4€ObI U MIPOUEE;

. N36eraii pazmenienus ¢ororpaduii B UHTepHETE, IA€ THI

n300pakeH Ha MECTHOCTH, TI0 KOTOPOH MOKHO OTIPEICIUThH TBOE
MECTOIOJI0KEHNUE;



6. Ilpu peructparuy B COUAIBHON CETH HEOOXOIUMO UCIIOIb30BaTh
CJIO’KHBIE TTAPOJIM, COCTOSIIIIUE U3 OYKB U IU(P U C KOJIUUYECTBOM
3HAKOB HE McHee §;

7. JIyist conuanbHOU CETH, TOYThI U IPYTUX CAUTOB HEOOXOAUMO
UCIIOJIb30BaTh pa3Hble Mapoiu. Toraa eciu Te0si B3J10MaroT, TO
3JIOYMBIIICHHUKH TTOTY4YaT JOCTYI TOJIBKO K OJTHOMY MECTY, a HE
BO BCE Cpa3y.

DJAEeKTPOHHBbIE JIEHbIH

DJIEKTPOHHBIE JIEHBI'Y — 3TO OY€Hb yIOOHBIN CIOCOO MJIATEXKEMH,
OJIHAKO CYIIECTBYIOT MOIIICHHUKHU, KOTOPBIE XOTST MOJYYUTh 3TH
JICHBI'U.

QHCKTpOHHBIC ACHbI'N ITOABUJINCH COBCEM HEIABHO U UMCHHO H3-3a
9TOT0 BO MHOTHUX TOCyIapCTBax A0 CUX IMOP HEC IMPOIIUCAHO IIPO HUX B
3aKOHAax.

B Poccuu e oHM (yHKIMOHUPYIOT U O HUX YK€ MIPOMUCAHO B 3aKOHE,
I7Ie UX Pa3lemsiioT Ha HECKOJBbKO BUI0OB — AHOHUMHbBIE U HE aHOHUMHBIE.
Pa3nuia B TOM, 4TO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3periaeTcs
IPOBOJUTH Olepalnu 0e3 uAeHTU(UKAIMY MT0JIb30BATENA, a B
HEAHOHMMHBIX UACHTU(DUKALIMK MOJIB30BaTENS SBIAETCS 00s13aTEIBLHOM.

Taxoke creayer pa3inyarh 3JIEKTPOHHbIE (DUATHBIC IEHBIU (PaBHbI
roCyJapCTBEHHBIM BAJIIOTAM) U AJICKTPOHHBIC HE(PUATHBIE ACHBIH (HE
PaBHbBI FTOCYJJAPCTBEHHBIM BaJIIOTaM).

Ocnosnvle cosemul no 6e30NACHOU padome ¢ IIeKMPOHHbIMU QCHb2AMU.

1. IIpuBsixu K cueTy MOOUIbHBIN TelaedOoH. DTO caMblil yIOOHBIN U
OBICTPBII CTTOCOO BOCCTAHOBUTH AOCTYN K cuety. [IpuBs3aHHbIi
TenedOoH TOMOXKET, €Cli 3a0y/IeIIh CBOM IJIATEKHBIN Maposib WU
3aMJICIIb HA CAaUT C HE3HAKOMOI'O YCTPOWCTBA;

2. Vcnonb3yit onHopasosbie maposu. [locne nepexoaa Ha
YCWICHHYIO aBTOPHU3AIUIO Te0e yKe He OyAeT yrpoKaTh
OMAaCHOCTh KPakK WIIM MEPEXBATa IUIATEKHOTO apOJIs;

3. Boibepu crnoxHbIi naposs. [Ipectynmaukam OyaeT He IpoCcTo
yrajaTh CJI0XKHBIM Mapoiib. HanexxHbIe Mapoiii — 3TO mapoJiy,
KOTOpBIE COJIEPKAT HE MEHEE 8 3HAKOB U BKIIIOUAIOT B CeOsI
CTPOYHBIE U TIPOMKUCHBIE OYKBBI, IUPPHI U HECKOJIBKO CUMBOJIOB,



TaKWe Kak 3HaK JoJuiapa, PyHTa, BOCKINIATEIbHBINA 3HAK U T.I1.
Hampumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIE JAaHHBIE HA CaliTaX, KOTOPHIM HE
JOBEPSIEIIIb.

DJAEeKTPOHHAS I0YTA

DNEKTPOHHAs IOYTa — 3TO TEXHOJOTHS U NIPEIOCTABIISIEMBIE €10 YCIYTH
N0 MEPECHUIKE U MOTYUYECHUIO AIEKTPOHHBIX COOOIIEHUH, KOTOPbIE
pacrpeAeNsoTcs B KOMIIbIOTEPHOM CETH.

OOBIYHO SJIEKTPOHHBIN TTOYTOBBIH SIIUK BBITIISIUT CJICTYIOIINM
o0pa3oM: UMs_TOJIb30BATENA(@WUMS_JTOMEHA.

Takxe Kpome nepeiadu MpoCcToro TEKCTa, UMEETCsl BO3MOXHOCTh
nepeaaBath (paibl.

OcHOBHBIE COBETHI IO O€30MacHOM pabOTe C ANEKTPOHHOU MOUYTOM:

1. Hago BeIOpaTh MpaBWIIbHBIN ITOYTOBBIN cepBUC. B HHTEpHETE eCTh
OTPOMHBIN BBIOOP OECIIATHBIX MTOYTOBBIX CEPBUCOB, OJHAKO
Jy4IlI€ IOBEPSITh TEM, KOTO 3HACIIb U KTO MEPBBI B PEUTUHIE;

2. He yka3bpiBail B TUUHOM MouTe Ju4dHyr0 uHdopmanuto. Hanpumep,
Jydlie BbIOpaTh «MY3bIKaJIbHbIN (aHaT(@» uinu «pok2013»
BMeCTO «TeMal3y;

3. Mcnonb3yil AByXATANHYIO0 aBTOPU3ALNI0. DTO KOTr/ia TOMUMO
napoJisi Hy>KHO BBOJIMTH KO/, TPUChIIaeMbIid 10 SMS;

4. BoiOepu CIIOXKHBIN Mapoib. {1 KakKA0ro mo4TOBOTO SAIIMKA
JIOJI’KEH OBITh CBOM HAJICKHBIM, YCTONYMBBIN K B3JIOMY MapOJIb;

5. Ecam ecTh BO3MOKHOCTh HalKMCaTh CAMOMY CBOM JIMYHBIN BOIPOC,
VCTOJIB3YU 3Ty BO3MOXKHOCTb;

6. Mcnosb3yil HECKOJBKO MOYTOBBIX SIIUKOB. [IepBbIit 111 yacTHOM
MEPENNUCKH C afpecaTaMu, KOTOPBIM Tbl IOBEPSIEIIb. ITO
BJIEKTPOHHBIA aPEC HE HAZI0 UCIIOJIb30BATh MPU PETUCTPALIMN HA
dbopyMax u canTax;

/. He oTkpsiBait (haiisibl U APYTUE BIOKEHUS B MIMCbMaXx JIaXKe €Cu
OHM TIPUILIX OT TBOUX Apy3el. Jlydille yrouyHr y HUX, OTIPABIISLINA
71 OHM TeOe 3TU (pailiibl;

8. Ilocie okoHuaHus PaOOTHI HA TOYTOBOM CEPBHUCE MEPE]
3aKPBITHEM BKJIQJIKU C CAUTOM He 3a0y/ab HaXaTh Ha « BBIATIY.



Ku0epOyJJIMHI WM BUPTYAJbHOE U3/1€BATEILCTBO

KubepOynnuHr — npecieoBaHue COOOIIEHUSIMHU, COJIEPIKAIIUMU
OCKOpOJICHUSI, arpeCcCHlo, 3allyTUBaHUE; XYJIUTAHCTBO; COIUATBHOE
OOMKOTHPOBAHHUE C TTIOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE C KUOEPOYIJUTMHTOM

1. He Opocaiics B 00#. JIyumuii cnoco0: moCOBETOBATHCS KaK CeOst
BECTH U, €CJIA HET TOT0, K KOMY MO>KHO 0OpaTUTHCS, TO BHAYAJIE
ycrnokouTtbesi. Eciiu Thl HaUHEIb 0TBEYaTh OCKOPOJICHUSIMU Ha
OCKOPOJIEHHUS], TO TOJIBKO €I1e OOJIbIIE pa30XOKellb KOH(DIUKT;

2. Yrupasnsiii cBoel kubeppernyTaiuei;

3. AHOHUMHOCTh B ceTu MHUMas1. CylIeCTBYIOT CIOCOOBI BHISICHUTD,
KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKUH 00pa3 BUPTyaJTbHON KU3HHU.

HNuTepHeT Gpukcupyer Bce TBOU JEHCTBUS U COXPAHSIET UX.
VY aanuth ux OyAeT KkpaitHe 3aTpyAHUTEIbHO;

. CoOmroait cBOM BUPTYAJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit ennHU4HbBIN HeraTuB. OTHOPA30BbIE OCKOPOUTEIBHBIE
COOOINIEHUS JIy4llle UTHOPUPOBAaTh. OOBIYHO arpeccus
IpeKpallaeTcs Ha HadaJIbHOW CTaIuH;

/. baun arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU
COOOIICHUSIMH, B COLIMAJIBHBIX CETAX €CTh BO3MOKHOCTb
OJIOKMPOBKHM OTHPABKH COOOIICHUH C ONPEICICHHBIX aJIPECOB;

8. Eciu 11 cBUzIeTENh KNOEpOYyIuMHra. TBOU JEHCTBUS: BHICTYIUTh
IPOTHUB MPECIEI0BATENS, IOKA3aTh EMY, UTO €r0 JIEHCTBHS
OLICHMBAIOTCA HETATUBHO, MOJAEPKATh KEPTBY, KOTOPOIl HyKHa
MICUXOJIOTUYECKAs TTIOMOIIb, COOOIIUTEL B3POCIBIM O (paKTe
arpecCUBHOIO MOBEACHUS B CETH.

MoOuiabHbIH TesieGoH

CoBpemenHbIe cMapTHOHBI U TUIAHIIETHI COJIEPkKAT B ce0e BIIOJTHE
B3pOCIbIN (YHKIIMOHAJ, U TEMIEPh OHU MOTYT KOHKYPUPOBATh CO
CTallMOHAPHBIMU KoMIIbIOTEpaMu. OIHAKO, CPEJCTB 3aIUTHI JJIsI
MOJO0OHBIX YCTPOUCTB MOKA OYEHBb MaJIo.

o1

TecTupoBaHUE W MOUCK YSI3BUMOCTEW B HUX IPOUCXOIUT HE TaK
uHTeHCUBHO, Kak 1yis1 [1K, To e camoe kacaeTcss 1 MOOMIIBHBIX
MIPUIOKECHUU.



CoBpeMeHHbIE MOOUITbHBIC Opay3ephl y)Ke MPaKTUUeCKH JOTHATN
HACTOJIbHBIE aHAJIOTH, OJIHAKO paclIupeHre PyHKIIMOHAJA BIICYET 3a
c000i1 OOJIBIIYIO CIIOKHOCTh U MEHBIITYIO 3aIIUIIIEHHOCTb.

Jlaneko He Bce MPOU3BOAUTEINHN BIMTYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISI CBOMX YCTPOUCTB.

OcHogHble cogembl JJis1 0€30NACHOCIU MOOUTLHO20 MeNedoHA:

1. Huuero He siBRsieTCs MO-HACTOAEMY OecriaTHRIM. bynb
OCTOPOKEH, BeJb KOria Tede npejyiaratoT OecriaTHbI KOHTEHT, B
HEM MOT'YT OBITh CKPBITHI KAKHE-TO IJIATHBIE YCIIYTH;

2. Hymaii, npexae uem oTnpaBuTh SMS, ¢hoTo unu Bugeo. Thl TOYHO
3HaCIllb, TJIe OHU OYAYT B KOHEYHOM UTOTE?

3. HeoOxoaumo OOHOBIISATH ONEPALMOHHYIO CUCTEMY TBOETO
cMapTQoHa;

4. Vcrionb3yit aHTUBUPYCHBIE TTPOTPAMMBI JIsI MOOMITBHBIX
Teae(OHOB;

5. He 3arpyxaii npuiioXxeHusi OT HEU3BECTHOTO UCTOYHUKA, BE/Ib OHU
MOTYT COJIEpKaTh BPEIOHOCHOE IPOrPpaMMHOE 00ECTICUEHUE;

6. Ilocne Toro Kak Thl BEIMJEIIH C CaliTa, IJIe BBOJAWII JUYHYIO
uH(popMaIIrIo, 3aiiIu B HACTPOUKHU Opay3epa u yaainu cookies;

7. Tleprouecku MpoOBEPsI KaKue MIaTHBIE YCIYTH aKTUBUPOBAHbI
Ha TBOEM HOMEPE;

8. JlaBaii cBOM HOMEp MOOMIIBHOTO TeJlepOHA TOJIBKO JIFOISIM,
KOTOPBIX ThI 3HACIIH U KOMY JIOBEPSICIIIb;

9. Bluetooth momkeH OBITH BEIKIIIOUEH, KOTJa Tl UM HE
noJib3yenibes. He 3a0bI1Bail H”HOTIa TPOBEPSITH ATO.

Online urpel

CoBpeMEHHbBIE OHJIAMH-UTPBI — 3TO KPACOYHBIE, 3aXBATHIBAIOIINE
pa3BieUYCHUS, OOBEIUHAIONINE COTHU THICSY YEJIOBEK 110 BCEMY MUPY.
Hrpoku uccneayroT TaHHBIN UM MUP, OOIIAIOTCS APYT C APYTOM,
BBITIOJIHAIOT 3aJaHUs, CPAKAKOTCS C MOHCTPAMH U TOJIy4YarOT OMbIT. 3a
YIOBOJIbCTBUE OHU TUIATAT: TOKYNAIOT AUCK, OTUIAYUBAIOT AODOHEMEHT
WM TIPUOOPETAIOT KaKKe-TO OMIIUHU.

Bce st cpeacTBa uayT Ha OAJAEpKaHUE U Pa3BUTHE UTPHI, a TAK)KE Ha
caMy 0€30MaCHOCTh: COBEPIIEHCTBYIOTCSI CHCTEMbI aBTOPH3AIINH,



BBIITYCKAIOTCSI HOBBIC MaT4| (I{U(PpOBbIE 3aIJIATKH JJIsl TPOTPaMM),
3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B no/100HBIX UTpax CTOMT ONAcaThCs HE CTOJIBKO CBOMX COMEPHUKOB,
CKOJIBKO KpPaXv TBOETO I1apoJis, HA KOTOPOM OCHOBAHA CHUCTEMA
aBTOPU3ALIMU OOJBIIUHCTBA UTP.

OcHogHble cosembl N0 0e30NACHOCIU MBOE20 USPOB020 AKKAVHMA.

1.

NOo Ok ow

Ecnu apyroit urpok Bener ceds MmIoXo Uiu CO3JaeT Tede
HEMPUATHOCTHU, 3a0JIOKUPYH €ro B CITUCKE UTPOKOB;

. [Toxkanyicss agMUHUCTPATOPaM UIPBI HA IJI0X0E MOBEIEHUE ITOrO

UTPOKA, KENATEIIbHO IPUIIOKUTH KaKUE-TO JOKA3aTENbCTBA B BUIE
CKPHUHOB;

He ykaspiBaii tuuHyo nH(opMaiuio B npodaise urpsol;

YBaxkail ApYrux y4aCTHUKOB IO UTPE;

He ycranaBnuBail Heo(UIIMAIbHBIC TATYHA U MOJIBI;

Hcnone3yil Cl10KHBIE U pa3HBIE NIAPOJIH;

Jlaxxe BO BpeMsl UI'PhI HE CTOUT OTKJIFOYaTh aHTUBUPYC. [Ioka ThI
Urpaenb, TBOU KOMIIBIOTEP MOT'YT 3apa3UTh.

OUINHT 1IN Kpaska JUIHDbIX JITAHHbIX

OOBIYHOM KpaXKel IeHeT U JOKYMEHTOB CETO/IHS YK€ HUKOTO HE
ynuBUfIIb, HO C pa3BUTHEM UHTEPHET-TEXHOJIOTUN 3JI0YMBIIUICHHUKH
NEPEMECTUITUCH B UHTEPHET, U MPOAOIKAIOT 3aHUMATHCS <JTFOOMMBIMY
JIETIOM.

Tak mosiBHIIaCh HOBas yrpo3a: HHTEPHET-MOIIICHHUYECTBA WA (DUIITHHT,
TJIaBHAS 11€71b KOTOPOT'O COCTOUT B TTOTYyUYCHHH KOH(MUICHITNATbLHBIX
JTAHHBIX IMOJIb30BATEIECH — JIOTUHOB U MapoJsied. Ha aHrIMiicKoM sI3bIKE
phishing untaercs kak ¢umunr (ot fishing — priOHas o, password
— TapoJb).

OcHosnble cogembl no Oopvbbe ¢ Puuuneom:

1.

Crnenu 3a CBOMM aKKayHTOM. Eciv ThI MO03peBaeiiib, YTO TBOS
aHkeTa ObLIa B3JIOMaHa, TO HEOOX0AMMO 3a0JIOKMPOBATh €€ U
COOOIIUTH AIMUHUCTPATOPaM pecypca 00 ITOM KaKk MOKHO
cKopee;



2. Vcnionp3yii 6e30macHbIe BeO-CaliThl, B TOM YHCJI€, HHTEPHET-
Mara3MHOB U TTIOMCKOBBIX CUCTEM;

3. Mcnonb3yii CioXKHbIE U pa3Hble Tapoiid. Takum oOpa3om, eciu
T€0S B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH MOJy4YaT JOCTYI TOJIBKO K
OJIHOMY TBOEMY IPO(UIIIO B CETH, & HE KO BCEM;

4. Ecnu 1e0sl B3IOMaI, TO HEOOXOMMO MPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE 100ABJIEHBI y T€OS B IPY3bsIX, O TOM, YTO
T€Os B3JIOMAJIA U, BO3MOKHO, OT TBOETO UMEHH OyAET
pacchuIaThCs CllaM U CChUJIKM HAa (PUITMHTOBBIE CAMTHI;

. YcranoBu HaaexHbI naposb (PIN) Ha MoOunbHbIN TenedoH;

OTKJIIOUM COXpaHEHue NapoJid B Opaysepe;

/. He otkpsiBail (hailsibl U APYTUE BIOKEHHS B TUCbMax J1aKe €CIIu
OHM NPUIILIA OT TBOUX JApy3ei. JIydlie yTouHU y HUX, OTIPABIISLINA
1 OHM TeOe ATU (ailibl;

! !H!]![!OBZIH peuvranus

[Hudposas penyraius - TO HETATUBHAS WM MO3UTHUBHAS MH(MOpMaLUs
B ceTu 0 Tebe. Komnpomerupyroas HtHpopMalus pa3MelleHHas B
MHTEPHETE MOXKET CEPhE3HBIM 00pa30M OTPA3UTHCS HA TBOEH peaIbHOU
KU3HU.

o Ul

«udpoBas penyranus» - 3TO TBOM UMUK, KOTOPBII (hopMUpyeTcs U3
uH(opMaiu o Te0e B UHTEPHETE.

TBOE MECTO JKUTENLCTBA, yueObl, TBOE (PMHAHCOBOE TMOJIOKEHHE,
0COOEHHOCTH XapaKTepa U paccKasbl 0 OJIM3KUX — BCE ITO
HaKaILUITMBAETCS B CETH.

MHorue noApoCTKH JIETKOMBICJIEHHO OTHOCATCS K MyOJMKAIUK THYHOM
uHpopmanuu B UHTEepHETE, HE TOHMMAs BO3MOXKHBIX MTOCIENCTBUMN. Thl
Ja)xe He CMOJXKEIllb JA0rajaThCs 0 ToM, uTo ¢oTorpadusi, pasMelieHHas 5
JIeT Ha3ajl, cTaja MPUYMHOM OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pazmeniienue TBoux pororpaduit u apyrue nemucTBus
MOT'YT HE UCUE3HYTh JAX€ MOCIE TOro, KaK Thl UX YJaIuIlb. Thl HE
3HAEIllb, KTO COXPaHUJI 3Ty HH(POPMAIIHIO, TTOTajia JIM OHA B IIOUCKOBBIE
CHUCTEMBI U COXpAaHWJIACh JIM OHA, a TJIABHOE: YTO MOAYMaIOT O TeOe
OKPYXKAIOIIIEE JIFOJIN, KOTOPbIC HAMAYT U YBUAAT 3T0. Hantn
HH(POPMAITMIO MHOTO JIET CITyCTS CMOKET JIF000M — KaK 13 J0OPBIX



NOOY>KJICHUH, TaK U C HAMEPEHUEM NPUUYUHUTD BPEA. ITO MOKET OBITh
KTO YT'OJIHO.

OCHOBHBIE COBETHI 110 3alIUTE HUPPOBOIM penyTaIn:

1. Ioxymaii, mpexie yeM 4yTo-TO MyOJIMKOBATh U MEepelaBaTh y ce0s
B OJI0T€ MM B COLMAILHOM CETH;

2. B HacTpoiikax npoduiisi yCTaHOBH OTpaHUYEHUS HA TPOCMOT]
TBOETO NMPO(QUIIA U €T0 COJIEPHKUMOTr0, CAENAN €ro TOJIBKO «JIJIs
Ipy3€ein»;

3. He pa3menmnaii u He yka3bIBali HHPOPMAIIHIO, KOTOPask MOXKET KOTO-
100 OCKOPOJIATH UK OOUXKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE MIKOJIbHUKH— aKTUBHBIC MMOJIb30BATEIN [IU(DPOBOTO
npocTtpaHcTBa. OJJHAKO JAJEKO HE BCE 3HAIOT, YTO MOJIb30BAHUE
MHOTHMH BO3MOKHOCTSIMU ITU(PPOBOT0O MUpa TpeOyeT COOII0IeHUSI TTpaB
HA MHTEJUICKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEIIEKTYaIbHAs COOCTBEHHOCTH» OTHOCUTCS K Pa3INIHBIM
TBOPCHHSM YEJIOBEYECKOTO yMa, HaYWHAasl C HOBBIX U300pETEHU U
3HAaKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI M YCIYTH , U
3aKaH4YMBas KHUTramu, pororpadusamu, KHHOGUIbMaMU U
MY3bIKAJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE TIpaBa — 3TO MpaBa Ha UHTEIVIEKTYaJbHYI0 COOCTBEHHOCTh
Ha NPOU3BEICHUS HAYKH, JINTEPATYPHI U UCKYCCTBA.

ABTOpCKHE MpaBa BHICTYIAIOT B KAYE€CTBE FTAPAHTHH TOT'O, YTO
MHTEJUICKTYaIbHBIN/TBOPUYECKUM TPy aBTOpa HE OyIE€T HAIPACHBIM,
JaCT €My CIpaBeIMBbIE BOBMOKHOCTH 3apaboTaTh Ha pe3yibTaTax
CBOETO TPYJa, MOJYYUTh U3BECTHOCTh Y MPU3HAHUE.

HukTo 6€3 pa3penieHus: aBTopa He MOKET BOCITPOU3BOIUTD €T0
POU3BENICHHE, PACTIPOCTPAHSATE, TyOJUYHO JEMOHCTPUPOBAT,
poJiaBaTh, UMIIOPTUPOBATH, ITYCKATh B MPOKAT, MyOJIUYHO UCTIOTHSTH,
MOKa3bIBATh/UCTIONHATH B 3dHpe Wi pa3Meniats B MHTepHETE.

HMcnons30BaHue (IIHUPATCKOTr'0» IMPOrpaMMHOIO oOecreueHusT MOKET
IMPUBCCTU KO MHOTHUM PpUCKaM: OT IIOTCPHU JAHHBIX K TBOUM dKKAYHTaM



710 OJIOKUPOBKHU TBOETO YCTPOWCTBA, II€ YCTAHOBJICHHBIN HE JIerajibHas
nporpamma. He cTouTt Takke 3a0bIBaTh, UTO CYIIECTBYET JIETAIbHBIC U
OecIIaTHBIE IIPOrpaMMbl, KOTOPbIE MOKHO HAMTH B CETH.

O nopraJe

CereBU4OK.p( — TBOH ITTaBHBIA COBETUUK B CETU. 31ECH Thl MOXKEIIb
y3HaTh O 0€30MaCHOCTU B CETH MOHATHBIM U JOCTYIHBIM SI3bIKOM, a TIPH
BO3HUKHOBEHUU KPUTUUECKOUN CUTYyallul OOpaTUTHCA 3a COBETOM. A
TaK>Ke MPUHSITH y4aCTHE B KOHKYpPCaxX U CTaTh CaMbIM LHU(PPOBBIM
rpaX1aHUHOM !
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